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running a compliant container platform
for the banking industry
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1. Introduction - ABN AMRO

ABN AMRO is a leading bank

with an operating income of EUR 8.588 million

Headquartered in Amsterdam

22,000 employees servicing retail, private
and corporate finances worldwide

5,000 associates working in IT

350+ agile teams

Agile Dev + [T Ops = Devf)bs! |
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1. Container Journey

e

Jenkins Core in AWS Container platform EKS Container platform AKS

2019 Q1 2019 Q2 2019 Q3 2019 Q4?

docker

First Docker PoCs Twistlock Open Policy Agent
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2. Container Initiatives — 2017-2018

Jenkins Core in AW

docker

First Docker PoCs
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2. Recap — Containers Today 2018

Dockerizing the Enterprise T fast & secure

V Docker use cases

V Docker (image) pipelines

V ClI platform: from VMs to Containers
V Containers in the enterprise

V Container security
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3. Container Security - Twistlock

2019 Q1
@

Twistlock
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3. Container Security Journey

e Twistlock in e Fix critical issues
‘» Production ® _ _
"  Runtime protection
.’. » Docker image
“ > pipeline + Twistlock « Triage process in place
’. scans :

* Scanning 3d party

2018H2 Docker Images 2019Q2
2019Q 2019Q3

1 o

. Container e Standards & guidelines
rity RFP
Security ¢ Rollout for all teams
» Twistlock selected . L
« Container scanning in

current way of working

&

Communication, knowledge sharing, training E
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1

1



https://www.google.nl/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=2ahUKEwit58i3xu7iAhUEKVAKHbiLB1gQjRx6BAgBEAU&url=https://www.samconcontrolpanel.com/other.php?id%3D14&psig=AOvVaw0xozL3be2DTfNbF1JjZEGd&ust=1560793288449254

3. Context of Twistlock

Main features:
V Vulnerability scanning > 8

V Runtime protection

Twistlock console
(AWS)

Azure DevOps
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3. Vulnerability Scanning Example

Scan details

Image ataf/fapache-jmeter-5.11:v1.0.0
D sha256:5216e36c758416c75eabf717e1ff4d36054411cb0c3ecdef8ab927e8ad9ff4
0S5 distribution Alpine Linux v3.8

Scan Status @ Failed Crltlcals ShOUId

Vulnerability threshold |ow

Compliance threshold low be flxed Or mltlgated

Vulnerabilities Compliance Layers Package Info Labels

Risk Factors v Q. Search vulnerabilities

Id Type Highest Severity Description

@ critical java version 1.8.0_181 has 18 vulnerabilities. Show details

@ critical openjdk8 (used in openjdk8-jre, openjdk8-jre-base, openjdkB-jre-lib, openjdkE) version 8.181.13-r0 has 12 vulnerabilities. Show details
49 nodejs ® high jguery version 2.1.3 has 2 vulnerabilities. Show details
47 jar ® high com.fasterxml.jackson.core_jackson-databind version 2.9.8 has 1 vulnerability. Show details

" ABN-AMRO



3. Container Runtime Protection Example

/
/ o \\_'\\
| @*d“k?f Docker pull
hub.docker.com

docker: Error response from daemon: OCI runtime create failedsflock Image operation
blocked by policyallow-whitelisted-imagesonly, has 1 compliance issues:

This container is not allowed, since the image is not whitelisted by ABNAMMROmMages from
ABN AMRO NEXUS are allowed.

" ABN-AMRO



Container platform team

Stratus
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4. Managed Container Platform

“ ABN-AMRO

Container platform EKS

2019 Q2
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4. Main Objectives

Build a platform which is:

' ABN-‘AMRO

Easy to use

Provision in minutes

One stop shop for
developers

All workloads supported

Secure

Security framework in
place

Vulnerability &
Compliance detection

Container protection

Portable

Workloads can run on
AWS and Azure

Loose coupling cloud
native components

Reusable

Everything as code
Compliance framework

Knowledge of containers,
Kubernetes etc.




4. Conceptual Framework

Assessment

v ABN-‘AMRO

Application
Managed

P|atform Container
Platform

Governance




4. Component overview

PROVISIONING

INFRA

HHHHHH

amazon
webservices”

/

£ Sonatype

Nexus

Microsoft
Azure

App definition & Imagebuild Cl/CD Scanning
¥y
APPLICATION N J | @rwiston
M Azure DevOps
Compliance
‘ eI
ORCHESTRATION K § AmazonEKS mﬁﬁﬂﬂ' Azure AKS ‘
Open Policy Agent
Persistent storage Containerruntime Network Secrets
RUNTIME To be determined & @ CN |
docker
Automation & Config DockerRegistry V;Lﬂt

SECURITY

splunk>

-

fluentd

X

MONITOR LOGGING




5. Compliance as Code - Open Policy Agent (OPA)

2019 Q3
O

Open Policy Agent

v ABN-‘AMRO
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5. Policy Enforcement with OPA

Compliance
Officers

55

5

Container
Platform Team

A 4

9

OPA Policies
|
' v ' '

Q & ol > g
. ) HELM N

mazon zure HashiCarp

EKS AKS docker ~NA Terraform

Cluster Policies Docker Pipeline Helm Pipeline Infra as Code Pipeline

“ ABN-AMRO
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5. OPA Policy Enforcement Example

Prevent deployments of containers with a public facing endpoint,
applications can only be accessed via the ABN AMRO internal network.

‘ The Rego Playground

1 package kubernetes.admission

2

3 import data.kubernetes.namespaces

4

5 import input.request.object.metadata.annotations as annotations

6

7 deny[msg] {

8 input.request.kind.kind = "Service"

9 input.request.operation = "CREATE"

10 input.request.object.spec.type = 'LoadBalancer”

11 missing required annotations[msg]

12 }

13

14 # Regquire annotation which matches an annotation on the target namespace

15 missing_required_annotaticns[msg] {

16 namespace sg := namespaces|input.request.namespace).metadata.annotations["elb-security-group"]
17 not annotations(["service.beta.kubernetes.io/aws-load-balancer-security-groups"] = namespace_sg
18 msg = sprintf("'LoadBalancer Services in namespace %g must use security group %q", [input.request.namespace, namespace_sg])
19 | )

v ABN-AMRO



6. Containers Tomorrow

e

Container platform AKS

2019 Q4?
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6. Reuse for AKS

Goal:

e Support workloads on Microsoft Azure while re-using as much as
possible.

Advantages of Container Platform:

* Build once —run in AWS and Azure

* One source of truth for (code) compliance

e Security is maintained centrally

 Workloads are truly portable

o Kubernetes knowledge is spread at the organization

F ABN-AMRO



Wrap up

The Stratus Container Platform is:

Easyto use Secure

F ABN-AMRO
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Questions?

@ Wiebe de Roos
ab

m https://www.linkedin.com/
in/wiebe-de-roos

Roland Schijvenaars

https://nl.linkedin.com/
m in/rschijvenaars

v ABN-‘AMRO 26


https://nl.linkedin.com/in/rschijvenaars
https://www.linkedin.com/in/wiebe-de-roos

